Obnyiec eykataotaonc Universis Signer

BAUOTO EYKATAOTACONG

O OUYKEKPLUEVOC 06NYOC lval amokAELOTIKA yia xpriotec pe Windows 10 64 bit.

Ma eykataotaon akoAouBnote Ta 3 mapoKATw Briparta:

1. Eykatdotoon tou Gemalto Safenet for hardware certificate crypto devices

2. Eykataoctaon tou Universis Signer

3. EmaAnBeuon eykataoctaong tou Universis Signer

1. Eykataotoon tou Gemalto Safenet Authentication Client (sav sev sivai 4sn
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KateBdote kal «tpé€ten to Gemalto Safenet Authentication Client and Drivers version 10.7
https://portal.odee.gr/sites/default/files/2020-06/SafeNetAuthenticationClient-x64-10.7.msi

2. Eykataotacn tou Universis Signer

KoateBdote o ddkelo zip amod Tov napakdtw clvdeouo (yia windows 64bit):

https://api.universis.io/releases/universis-signer/latest/universis-signer-windows-x64.zip

Metadépete outo 10 ap)eio oto okAnpo Sioko C:\ Kol AMOGUUTILESTE TO OpXELo.
Twpa Oa mpemnel va £xete eva pakelo C:\universis-signer-windows-x64 L€ TO TTOPOKATW TIEPLEXOUEVO:
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Ytn cuvéxela nyaivete oto C:\universis-signer-windows-x64\extras\windows kat «tp&€te» to install-
app64.bat yia va sykatoaotabel avtdéparta to Universis Signer atov xprotn.
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https://portal.odee.gr/sites/default/files/2020-06/SafeNetAuthenticationClient-x64-10.7.msi
https://api.universis.io/releases/universis-signer/latest/universis-signer-windows-x64.zip

210 Windows protected your PC mapdBupo nou Ba epdaviotei, matrote More Info kot petd natrote to Run
anyway kol LOALG oAokAnpwBei To script, matote omoloSATOTE KOUUTL yLa va cuvexioTe Kal va KAELoEL TO
napadupo.

Windows protected your PC Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognised app from Microsoft Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put your PC at risk. starting. Running this app might put your PC at risk.
More info

Application: install-app64.bat

Publisher:  Unknown publisher

B C\Windows\system32\cmd.exe — O X

vice.properties -> C:\

niversis-signeréd.exe -> C 1iversis-signer-wind

tered as startup application and it will be run at windows startup.

Mnyaiveté niow otov GAKEAO TNG EYKATACTACNG OTIOU £Vl KOLVOUPLO apXELO e OVoUa universis-sigher64.exe
£xeL dnuoupynOet:

> ThisPC » OS(C) > universis-signer-windows-x64 v O 2 Search uniy
~ Name Date modified Type
extras 30/12/2020 1:37 pm File folder
uth jre 30/12/2020 1:37 pm File folder
lib 30/12/2020 1:37 pm File folder
log 09/07/2020 9:16 pm File folder
|| universis-signer jar 30/12/2020 1:37 pm JAR File

. universis-signergd.exe 30/12/2020 1:37 pm Application



«Tpé&ten 1o apyelo C:\universis-signer-windows-x64\universis-signer64.exe yla va £ekwvrioel to Universis
Signer. Eav epdavioet To mapabupo Windows protected your PC, sruBefalwote otL OéAete va Tpé€ete TNV
edappoyn. Katw 6e€Ld oto windows task manager Ba mp£mnel va uTtapyeL Eva eTIUTAEOV €LKOVISLO yLa TO
Universis Signer.

Eav natroete Se€i KAk mAvw Tou Ba mpénel va deite éva pevol pe ou Ba Aéel “Universis signer is running”.
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3. EmaAnBesvuon tnc eykataotaong tou Universis Signer

MEeTd tnVv eykataotaoh, eEAEYETe TOV PAKENO EYKATAOTAONG KOl OlYyOoUpeUTEiTe OTL TO apyeio C:\universis-
signer-windows-x64\extras\service.properties nepléxeL tnv akoAoudn ypopuun:
providerArg=extras/windows/eToken.cfg

_| service.properties - Notepad

File Edit Format View Help
Universis signer service controller configuration

storeType=PKCS12

#
#
# PKCS12 configuration example
#
#
# keyStore=extras/keyStore.pl2

PKCS11 configuration example

storeType=PKCS11

keyStore=none

# providerArg=extras/linux/eToken.cfg
storeType=PKCS11

keyStore=none
providerArg=extras/windows/eToken.cfg

3 3 H# H#

Mplv cUVOECETE TNV KAPTA OTOV UTIOAOYLOTH BAATe Tov akOAouBo cUVSeCO Og OTOLOSATIOTE TTAONYO
http://127.0.0.1:2465/slots

@ 127.00.1:2465/slots/
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http://127.0.0.1:2465/slots

To [ ] onuaivel 6TL OAa eival evtagel.

4. TormoBETNnoN TNC KAPTOC

Twpa unopoUe va TonoBetriocou e To card reader pe Tn KAPTA GTOV UTIOAOYLOTH.

Zavad BaAte tov ovvdeopo http://127.0.0.1:2465/slots/ o onolodrmote mAonyo Kat Ba mpemnet va BAEnete
KATL TTAPOUOLO LE TO OpOKATW. EAEyyoue Tov aplBuo tou slot.

@ 127.0.0.1:2465/slots/

< C ® 127.0.01 +r @ Incognito

[{"slot":2,"slotDescription”:"Gemalto USB SmartCard Reader 8","manufacturerID":"Safelet,
Inc.","flags":7,"hardwareVersion":"2.88","firmwareVersion":"0.808"3}]

Avolyoupe to apyeio C:\universis-sigher-windows-x64\extras/windows/e Token.cfg kat eAéyxoupe o aplOud
Tou slot, o omoiog Ba mpémnel va eivat (510¢ e Tov aplBuo oto ponyoupevo Bripa. Eav dev eival idlog tov
oAAaloupe kol cwIoUE To apxeio.

Mj eToken.cfg - Notepad

File Edit Format View Help
hame=eToken

library=c:\WINDOWS\system32\eTPKCS11.d11
slot=2

Enetta, gdv €xoupe oAAA€eL Tov oplOuo tou slot, Ba xpelaotel va kKAeloou e Tov universis signer mou TPEXEL
KATw 6e€Ld 0TOV UTIOAOYLOTH O KAVOVTAC TTAVW Tou &€l KALK KOl TTaTwvTog quit.

Ko £metta va to ava tpEfoupe kavovtag SmAo kAk oto apxeio C:\universis-signer-windows-x64\universis-
signer64.exe
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